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INTRODUCTION

In today's massively interconnected business world of the Internet, intranets, branch offices, and remote access, sensitive information constantly crosses the networks. The challenge for network administrators and other IS professionals is to ensure that this traffic is: 

· Safe from data modification while enroute.

· Safe from interception, viewing, or copying.

· Safe from being accessed by unauthenticated parties. 

These issues are known as data integrity, confidentiality, and authentication. In addition, replay protection prevents acceptance of a resent packet.

Designed by the Internet Engineering Task Force (IETF) for the Internet Protocol, IPSec supports network-level authentication, data integrity, and encryption. IPSec integrates with the inherent security of the IP datagram to provide the ideal platform for safeguarding intranet and Internet communications.

Because IP Security is deployed below the transport level, network managers (and software vendors) are spared the trouble and expense of trying to deploy and coordinate security one application at a time. The IPSec framework does not specify exactly which encryption algorithms must be used by its implementations. Instead, it provides an empty infrastructure where the desired algorithms may be set. This actually is a smart design decision, because it allows the implementations to be modular, customizable for specific problems and easily up gradable with new algorithms. A standard set of default algorithms is specified by the IETF in order to foster the early adoption of IPSec 

IP security refers to security mechanism implemented at the IP (Internet Protocol) Layer to ensure integrity, authentication and confidentiality of data during transmission in the open Internet environment. The primary objective of recent work in this area is to improve robustness of the security mechanism at IP layer for users who request security. 

BENEFITING FROM IP SECURITY:

The following benefits of IPSec:

· When IPSec is implemented in a firewall or router, it provides strong security that can be applied to all traffic crossing the perimeter. Traffic within a company or organization does not incur the overhead of security-related processing.

· IPSec is below the transport layer (TCP, UPD) and so is transparent to applications. There is no need of change software on a user or server system when IPSec is implemented in a firewall or a router.

· There is no need to train users on security mechanisms, issue keying material on a per-user basis, or revoke keying material when users leave the organization.

DESIGN ISSUES:

Goals and Objectives:

IPSec is designed to provide interoperable, high quality, cryptographically-based security for IPv4 and IPv6.  The set of security services offered includes access control, connectionless integrity, data origin authentication, protection against replays (a form of partial sequence integrity), confidentiality (encryption) and limited traffic flow confidentiality.  These services are provided at the IP layer, offering protection for IP and/or upper layer protocols.

Requirements:

These objectives are met through the use of two traffic security protocols, the Authentication Header (AH) and the Encapsulating Security Payload (ESP), and through the use of cryptographic key management procedures and protocols.  The set of IPSec protocols employed in any context, and the ways in which they are employed, will be determined by the security and system requirements of users, applications, and/or sites/organizations.

When these mechanisms are correctly implemented and deployed, they ought not to adversely affect users, hosts, and other Internet components that do not employ these security mechanisms for protection of their traffic. These mechanisms also are designed to be algorithm-independent. This modularity permits selection of different sets of algorithms without affecting the other parts of the implementation. For example, different user communities may select different sets of algorithms  if required.

A standard set of default algorithms is specified to facilitate interoperability in the global Internet. The use of these algorithms, in conjunction with IPSec traffic protection and key management protocols, is intended to permit system and application developers to deploy high quality, Internet layer, and cryptographic security technology.

IPSec Services:

IPSec provides security services at the IP layer by enabling a system to select required security protocols, determine the algorithms to use for the services. The services are as follows:

Access Control: Access control is a security service that prevents unauthorized use of a resource, including the prevention of use of a resource in an unauthorized manner. In the IPSec context, the resource to which access is being controlled is often:

· For a host, computing cycles or data

· For a security gateway, a network behind the gateway or bandwidth on that network.

Confidentiality: Confidentiality is the security service that protects data from unauthorized disclosure. The primary confidentiality concern in most instances is unauthorized disclosure of application level data, but disclosure of the external characteristics of communication also can be a concern in some circumstances.

        Traffic flow confidentiality is the service that addresses this latter concern by concealing source and destination addresses, message length, or frequency of communication.

Connectionless Integrity: Integrity is a security service that ensures that modifications to data are detectable. Connectionless integrity is a service that detects modification of an individual IP datagram, without regard to the ordering of the datagram in a stream of traffic.

Rejection of Replayed Packets: The form of anti-replay integrity offered in IPSec is referred to as partial sequence integrity, and it detects arrival of duplicate IP datagrams (within a constrained window).  This is in contrast to connection-oriented integrity, which imposes more stringent sequencing requirements on traffic, e.g., to be able to detect lost or re-ordered messages.  Although authentication and integrity services often are cited separately, in practice they are intimately connected and almost always offered in tandem.

Data origin authentication: Data origin authentication is a security service that verifies the identity of the claimed source of data.  This service is usually bundled with connectionless integrity service.

Building an IP Security:

Two protocols are used to provide security: an authentication protocol designated by the header of the protocol, Authentication Header (AH); and a combined encryption/authentication protocol designated by the packet for that protocol, Encapsulating Security Payload (ESP). 

Following table shows which services are provided by the AH or ESP protocols.

	     (           
	     (

	     (
	

	     (
	     

	     (
	     (

	
	     (


                         AH             ESP

Access Control 

Connectionless Integrity

Authentication

Replayed Service

(optional)

Confidentiality


SECURITY ASSOCIATIONS:

The concept of a "Security Association (SA)” is fundamental to IPSec.  Both AH and ESP make use of SAs and a major function of IKE is the establishment and maintenance of Security Associations.  All implementations of AH or ESP MUST support the concept of a Security Association as described below.

Definition and Scope:

 A Security Association (SA) is a simplex "connection" that affords security services to the traffic carried by it. Security services are afforded to an SA by the use of AH, or ESP, but not both. If both AH and ESP protection is applied to a traffic stream, then two (or more) SAs are created to afford protection to the traffic stream. To secure typical, bi-directional communication between two hosts, or between two security gateways, two Security Associations (one in each direction) are required.

   A security association is uniquely identified by three parameters:-

1. Security Parameter Index: A bit string assigned to this SA and having local significance only. The SPI is carried in AH or ESP headers to enable the receiving system to select the SA under which a received packet will be processed.

2. IP Destination Address: In principle, the Destination Address may be a unicast address, an IP broadcast address, or a multicast group address.  However, IPSec SA management mechanisms currently are defined only for unicast SAs.

3. Security Protocol Identifier: This indicates whether the association is an AH or ESP security association.

SA Modes:

Two types of SAs are defined:

1. Transport Mode and

2. Tunnel Mode.

Transport Mode: Transport mode provides protection primarily for upper-layer protocols. That is, transport mode protection extends to the payload of an IP packet. Typically, transport mode is used for end-to-end communication between two hosts. 

When a host runs AH or ESP over IPv4, the payload is the data that normally follow both the IP header and any IPv6 extensions headers that are present. ESP in transport mode encrypts and optionally authenticates the IP payload but not the IP header. AH in transport mode authenticates the IP payload and selected portion of the IP header.

Tunnel Mode: Tunnel mode provides protection to the entire IP packet. To achieve this, after the AH or ESP fields are added to the IP packet, the entire packet plus security fields is treated as the payload of new “outer” IP packet with a new outer IP header. The entire original, or inner, packet travels through a “tunnel” from one point of an IP network to another, no routers along the way are able to examine the inner IP header. Because the original packet in encapsulated, the new, larger packet having totally different source and destination addresses, adding to the security. Tunnel mode is used when one or both ends of an SA are a security gateway, such as a firewall or router that implements IPSec. The unprotected packets generated by such hosts tunneled through external networks by tunnel mode SAs set up by the IPSec software in the firewall or secure router at the boundary of the local network.

Different networks can be connected by using security gateways running IPSec in tunnel mode, without having to install and configure IPSec software on each host in the LAN. For this reason, tunneling is currently the most widespread IPSec mode.

Security Association Functionality:

The set of security services offered by an SA depends on the security protocol selected, the SA mode, the endpoints of the SA, and on the election of optional services within the protocol. For example, AH provides data origin authentication and connectionless integrity for IP datagrams. The "precision" of the authentication service is a function of the granularity of the security association with which AH is employed.

Combining Security Associations:

The IP datagrams transmitted over an individual SA are afforded protection by exactly one security protocol, either AH or ESP, but not both. Sometimes a security policy may call for a combination of services for a particular traffic flow that is not achievable with a single SA.  In such instances it will be necessary to employ multiple SAs to implement the required security policy.  The term security association bundle" or "SA bundle" is applied to a sequence of SAs through which traffic must be processed to satisfy a security policy. The order of the sequence is defined by the policy. That the SAs that comprise a bundle may terminate at different endpoints. For example, one SA may extend between a mobile host and a security gateway and a second, nested SA may extend to a host behind the gateway.

For each network interface enabled to "talk" IPSec, two databases are maintained: the SA database (SAD) and the security policy database (SPD). When a packet is being sent, the IPSec layer looks for its destination address in the SAD. If an entry is found, the relevant information is extracted and used to properly protect and encapsulate the packet.

On the receiving side, the arrival of a packet triggers a search by the SPD, which identifies the policies that should be applied to the packet. The key used for the look up in the SPD is called the packet selector. For example, if you wanted to define an IPSec channel for receiving HTTP data from a specific IPSec-enabled web server, the selector would be (<destination address: your IP>, <source address: web server's IP>, <L4 protocol: TCP>, <source port: 80>).

AUTHENTICATION HEADER:

The IP Authentication Header (AH) is used to provide connectionless integrity and data origin authentication for IP datagrams and to provide protection against replays.   

AH provides authentication for as much of the IP header as possible, as well as for next level protocol data.  However, some IP header fields may change in transit and the value of these fields, when the packet arrives at the receiver, may not be predictable by the sender. The values of such fields cannot be protected by AH.  Thus the protection provided to the IP header by AH is piecemeal.

Authentication Header Format:

The Authentication Header consists of the following fields:-

Next Header:

The Next Header is an 8-bit field that identifies the type of the next payload after the Authentication Header.

Payload Length:

This 8-bit field specifies the length of AH. For IPv6, the total length of the header must be a multiple of 8-octet units.

Reserved:

This 16-bit field is reserved for future use.  It MUST be set to "zero" by the sender, and it should be ignored by the recipient. (The value is included in the ICV calculation, but is otherwise ignored by the recipient.)

Security Parameters Index (SPI):

The SPI is an arbitrary 32-bit value that is used by a receiver to identify the SA to which an incoming packet is bound. For a unicast SA, the SPI can be used by itself to specify an SA, or it may be used in conjunction with the IPSec protocol type (in this case AH).

   Since, for unicast SAs, the SPI value is generated by the receiver, whether the value is sufficient to identify an SA by itself, or whether it must be used in conjunction with the IPSec protocol value is a local matter.  The SPI field is mandatory and this mechanism for mapping inbound traffic to unicast SAs described above MUST be supported by all AH implementations.

   The set of SPI values in the range 1 through 255 are reserved by the Internet Assigned Numbers Authority (IANA) for future use; a reserved SPI value will not normally be assigned by IANA. The SPI value of zero (0) is reserved for local, implementation- specific use and MUST NOT be sent on the wire.

Sequence Number:

This unsigned 32-bit field contains a counter value that increases by one for each packet sent, i.e., a per-SA packet sequence number. The field is mandatory and MUST always be present even if the receiver does not elect to enable the anti-replay service for a specific SA. Processing of the Sequence Number field is at the discretion of the receiver, but all AH implementations MUST be capable of performing the Sequence Number processing.

Authentication Data:

This is a variable-length field that contains the Integrity Check Value (ICV) for this packet. The field must be an integral multiple of 32 bits (IPv4) or 64 bits (IPv6) in length.

The AH ICV is computed over:

· IP header fields that are either immutable in transit or that are predictable in value upon arrival at the endpoint for the AH SA

· The AH header (Next Header, Payload Len, Reserved, SPI, Sequence Number (low order 32 bits), and the Integrity Check Value (which is set to zero for this computation), and explicit padding bytes (if any))

· The next level protocol data, which is assumed to be immutable in transit

	Next header
	Payload length
	RESERVED

	Security parameter index(SPI)

	Sequence Number

	Authentication data(variable)


IPSec Authentication Header

Authentication Header Processing:

AH may be employed in two ways: transport mode or tunnel mode->

Transport Mode

In transport mode, AH is inserted after the IP header and before a next layer protocol, e.g., TCP, UDP, ICMP, etc. or before any other IPSec headers that have already been inserted. In the context of IPv4, this calls for placing AH after the IP header (and any options that it contains), but before the next layer protocol.(Note that the term "transport" mode should not be misconstrued as restricting its use to TCP and UDP.)The diagram illustrates AH transport mode positioning for a typical IPv4 packet, on a "before and after" basis.

In the IPv6 context, AH is viewed as an end-to-end payload, and thus should appear after hop-by-hop, routing, and fragmentation extension headers. The destination options extension header(s) could appear before or after or both before and after the AH header depending on the semantics desired. The diagram illustrates AH transport mode positioning for a typical IPv6 packet.

Tunnel Mode:

In tunnel mode, the "inner" IP header carries the ultimate (IP) source and destination addresses, while an "outer" IP header contains the addresses of the IPSec "peers," e.g., addresses of security gateways. In tunnel mode, AH protects the entire inner IP packet, including the entire inner IP header. The position of AH in tunnel mode, relative to the outer IP header, is the same as for AH in transport mode.  The following diagram illustrates AH tunnel mode positioning for typical IPv4 and IPv6 packets.

When the AH packet is built, MAC is applied to the whole IP packet. The resulting value is stored inside an additional header attached to the packet itself. This new packet is then sent on the network. Upon reception of the packet, the destination host applies the same MAC to the received packet and compares the obtained value to the one stored in the AH header. If the two values differ, it means the packet integrity is compromised, and the packet is rejected.

This is also the reason why AH can authenticate the sending host. Since the secret key is needed to calculate the MAC, verifying the latter's correctness simultaneously proves that the packet is untouched and that the sender knew the secret key.
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Scope of AH Authentication

ENCAPSULATED SECURITY PAYLOAD:

Encapsulating Security Payload (ESP) protocol is designed to provide a mix of security services in IPv4 and IPv6. ESP is used to provide confidentiality, access control, connection-oriented integrity i.e. an anti-replay service (a form of partial sequence integrity), and limited traffic flow confidentiality.  

ESP Packet Format:

The ESP packet consists of the following fields:-

Security Parameters Index (SPI): The SPI is an arbitrary 32-bit value that is used by a receiver to identify the SA to which an incoming packet is bound. The SPI field is mandatory.

Sequence Number:

  This unsigned 32-bit field contains a counter value that increases by one for each packet sent, i.e., a per-SA packet sequence number.

Payload Data:

Payload Data is a variable-length field containing data (from the original IP packet) described by the Next Header field. The Payload Data field is mandatory and is an integral number of bytes in length.

Padding (for Encryption):

Two primary factors require or motivate use of the Padding field.

· If an encryption algorithm is employed that requires the plaintext to be a multiple of some number of bytes, e.g., the block size of a block cipher, the Padding field is used to fill the plaintext (consisting of the Payload Data, Padding, Pad Length and Next Header fields) to the size required by the algorithm.

· Padding also may be required, irrespective of encryption algorithm requirements, to ensure that the resulting ciphertext terminates on a 4-byte boundary. 

· Additional padding may be added to provide partial traffic flow confidentiality by concealing the actual length of the payload.

Pad Length:

The Pad Length field indicates the number of pad bytes immediately preceding it in the Padding field. The range of valid values is 0 to 255, where a value of zero indicates that no Padding bytes are present.

Next Header:

The Next Header is a mandatory, 8-bit field that identifies the type of data contained in the Payload Data field, e.g., an IPv4 or IPv6 packet, or a next layer header and data.

Authentication Data:

This is a variable-length field that contains the Integrity Check Value (ICV) for this packet.  The field must be an integral multiple of 32 bits (IPv4) or 64 bits (IPv6) in length.

The Integrity Check Value is a variable-length field computed over the ESP header, Payload, and ESP trailer fields. Implicit ESP trailer fields (integrity padding and high order ESN bits, if applicable) are included in the ICV computation.

	Security parameters index(SPI)

	Sequence Number

	Payload Data(variable)

	Padding(0—255 bytes)

                                                               Pay length           next header

	Authentication Data(variable)


IPSec ESP Format

Encapsulating Security Protocol Processing:

Transport Mode:

In transport mode, ESP is inserted after the IP header and before a next layer protocol, e.g., TCP, UDP, ICMP, etc. In the context of IPv4, this translates to placing ESP after the IP header (and any options that it contains), but before the next layer protocol.

In the IPv6 context, ESP is viewed as an end-to-end payload, and thus should appear after hop-by-hop, routing, and fragmentation extension headers.  Destination options extension header(s) could appear before, after, or both before and after the ESP header depending on the semantics desired. However, since ESP protects only fields after the ESP header, it generally will be desirable to place the destination options header(s) after the ESP header. The diagram illustrates ESP transport mode positioning for a typical IPv6 packet.

Tunnel Mode:

In tunnel mode, the "inner" IP header carries the ultimate (IP) source and destination addresses, while an "outer" IP header contains the addresses of the IPSec "peers", e.g., addresses of security gateways.  In tunnel mode, ESP protects the entire inner IP packet, including the entire inner IP header.  The position of ESP in tunnel mode, relative to the outer IP header, is the same as for ESP in transport mode.  The following diagram illustrates ESP tunnel mode positioning for typical IPv4 and IPv6 packets.

Encryption Algorithms:

The encryption algorithm employed to protect an ESP packet is specified by the SA via which the packet is transmitted/received. Because IP packets may arrive out of order, and not all packets may arrive (packet loss) each packet must carry any data required to allow the receiver to establish cryptographic synchronization for decryption. This data may be carried explicitly in the payload field.
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Scope of ESP Encryption and Authentication

KEY MANAGEMENT:

The whole IPSec architecture is based on the presence of some common secret keys on both peers. Before any secure communication may begin, such keys are used to establish the SA.

IPSec mandates support for both manual and automated SA and cryptographic key management. The IPSec protocols, AH and ESP, are largely independent of the associated SA management techniques, although the techniques involved do affect some of the security services offered by the protocols. For example, the optional anti-replay services available for AH and ESP require automated SA management. Moreover, the granularity of key distribution employed with IPSec determines the granularity of authentication provided.

   In general, data origin authentication in AH and ESP is limited by the extent to which secrets used with the authentication algorithm (or with a key management protocol that creates such secrets) are shared among multiple possible sources.

Manual Techniques:

The simplest form of management is manual management, in which a person manually configures each system with keying material and security association management data relevant to secure communication with other systems. Manual techniques are practical in small, static environments but they do not scale well. For example, a company could create a Virtual Private Network (VPN) using IPSec in security gateways at several sites.  If the number of sites is small, and since all the sites come under the purview of a single administrative domain, this is likely to be a feasible context for manual management techniques.  In this case, the security gateway might selectively protect traffic to and from other sites within the organization using a manually configured key, while not protecting traffic for other destinations. It also might be appropriate when only selected communications need to be secured.  A similar argument might apply to use of IPSec entirely within an organization for a small number of hosts and/or gateways. Manual management techniques often employ statically configured, symmetric keys, though other options also exist.

Automated Key Management:

Widespread deployment and use of IPSec requires an Internet-standard, scalable, automated, SA management protocol. Such support is required to facilitate use of the anti-replay features of AH and ESP, and to accommodate on-demand creation of SAs, e.g., for user- and session-oriented keying.  

The default automated key management protocol selected for use with IPSec is IKE under the IPSec domain of interpretation. Other automated SA management protocols may be employed.

Internet Key Exchange:

Before secured data can be exchanged, a contract between the two computers must be established. In this contract, both agree on how to exchange and protect information, as shown in Figure: 

EXAMPLE APPLICATIONS:

The most straightforward application of IPSec is having two hosts that need to exchange private data over an unsecured IP network (be it the Internet or a LAN). In this case, transport mode ESP IPSec can be employed. The most common IPSec application is the interconnection of remote LANs over the Internet, usually in order to set up a corporate VPN. For this kind of application, since many hosts are involved and configuring IPSec on each one would be awkward, tunnel mode ESP IPSec can be deployed on the LANs gateways. As already noted, this is completely transparent to the hosts. 

Another interesting application is the road warrior case. Suppose an employee needs to remotely access a file server on his corporate LAN. IPSec may be configured to use AH, in tunnel mode, from the remote host to the LAN gateway (outer SA). Furthermore, another SA (inner SA) would be set up between the remote host and the local file server, using ESP in transport mode. The outer SA would guarantee the road warrior's authenticity, whereas the inner one would keep data encrypted even within the LAN. This can be useful if some employees are not completely trusted; most computer crimes are committed from within the attacked LAN--not from the outside.

PERFORMANCE ISSUES:

The use of IPSec imposes computational performance costs on the hosts or security gateways that implement these protocols. These costs are associated with the memory needed for IPSec code and data structures, and the computation of integrity check values, encryption and decryption, and added per-packet handling. The per-packet computational costs will be manifested by increased latency and, possibly, reduced throughout. Use of SA/key management protocols, especially ones that employ public key cryptography, also adds computational performance costs to use of IPSec. These per-association computational costs will be manifested in terms of increased latency in association establishment. For many hosts, it is anticipated that software-based cryptography will not appreciably reduce throughput, but hardware may be required for security gateways (since they represent aggregation points), and for some hosts.

The use of IPSec also imposes bandwidth utilization costs on transmission, switching, and routing components of the Internet infrastructure, components not implementing IPSec. This is due to the increase in the packet size resulting from the addition of AH and/or ESP headers, AH and ESP tunneling (which adds a second IP header), and the increased packet traffic associated with key management protocols.  It is anticipated that, in most instances, this increased bandwidth demand will not noticeably affect the Internet infrastructure. However, in some instances, the effects may be significant, e.g., transmission of ESP encrypted traffic over a dialup link that otherwise would have compressed the traffic.

CONCLUSIONS:

IPSec importance is growing, but unfortunately its operation imposes a significant burden on the encrypting devices. Furthermore, certain applications may suffer from the increase in latency (i.e., the time required to pass through an IPSec network device) due to the extra processing. 

Finally, at a time when network security is increasingly vital, IPSec makes it easy for network managers to provide a strong layer of protection to their organization's information resources.
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