

Single Event Errors

ABSTRACT

Satellites and other space equipment are constantly prone to dangers posed by solar radiation and cosmic rays. The effect of cosmic rays on semiconductor materials results in errors which sometimes lead to devastating consequences.  These errors, classified into soft and hard errors are to be kept in mind while designing the electronic equipment that is to be used in space and for other precise equipment. Single event errors are such anomalies in computing systems caused by the cosmic rays emanating primarily from the sun. Single event upsets were first detected by technicians manning electronic equipment after a nuclear test. Eliminating these errors involves testing the vulnerability of the equipment in the presence of different kinds of radiation in different kinds of materials and in different conditions.

The method of preventing these errors is two fold - one called ‘hardening’ and the other, ‘logical’. Technologies like heavy ion testing are being used to predict the behavior of electronic materials when exposed to ionizing radiations. The data obtained from these tests is used to determine the best materials to shield the electronic circuits from the radiations in the case of ‘hardening’. In the case of logical techniques, usage of parity bits and other redundancy checks to counter the effects of the radiation is followed.

          This paper is an effort by the authors to introduce the topic of single event errors and discuss the possible ways of avoiding and/or correcting them.

Introduction:

Every moving material has energy in the form of kinetic or potential or sometimes both. Satellites and other electronic circuits which spend time in space face a problem in the form of cosmic radiation. Cosmic radiation can be harmful not only to humans but also electronic equipment. Cosmic radiation contains charged particles usually electrons, ions and sometimes neutrons. The effect of these particles is not because of their charge but because of their momentum. Though neutrons have very small mass, they have enough momentum to release excess electrons in a semiconductor materials. This causes errors.

A single event effect (SEE) results from, as the term suggests, a single, energetic particle. The possibility of single-event upsets was first postulated by Wallmark and Marcus in 1962. The first actual satellite anomalies were reported in 1975.[2] Some of the early pioneering work was by May and Woods, who investigated alpha-particle-induced soft errors.[3] In their work the source of alpha particles was not from space but rather from the natural decay of trace (ppm) concentrations of uranium and thorium present in integrated circuit packaging materials. 

Errors due to radiation effects are classified broadly into soft and hard errors. Soft error is a datum or a signal which is wrong . If detected, a soft error may be corrected by rewriting correct data in place of erroneous data. Highly reliable systems use error correction to correct soft errors on the fly. However, in many systems, it may be impossible to determine the correct data, or even to discover that an error is present at all. In addition, before the correction can occur, the system may have crashed, in which case the recovery procedure must include a reboot.

Soft errors involve changes to data — the electrons in a storage circuit, for example — but not changes to the physical circuit itself, the atoms. If the data is rewritten, the circuit will be perfect again.

Soft errors can occur on transmission lines, in digital logic, analog circuits, magnetic storage, and elsewhere, but are most commonly known in semiconductor storage.

Causes of soft errors can be Package delay, critical charge or cosmic rays. we will be restricting to cosmic ray effects. 

ORIGINS:

As discussed before, the main reason for errors is the interaction between radiation and the electronic equipment. Our radiant sun is the major player, the source of rapidly streaming high-energy- particle "solar wind," unpredictably erupting solar flares. The sun also emits even deadlier, gigantic bubble-like coronal mass ejections packing 10 billion tons of hot, electrically charged gas with more energy than 1 billion megatons of TNT. These bubbles are called “solar flares”. The earth is protected from these attacks due to its magnetic shield. To imagine the kind of energy these flares transmit, one can observe the “aurora” or the “northern lights”. These are caused by the direct interaction between the cosmic rays and the atmosphere. Protons, usually trapped in the earth's radiation belts or from solar flares, may cause direct ionization SEEs in very sensitive devices. However, a proton may more typically cause a nuclear reation near a sensitive device area, and thus, create an indirect ionization effect potentially causing an SEE. As already stated, on earth single event phenomena may arise due to nuclear radiation. Residual particles present in the packing substances for integrated circuits. This is due to the alpha particle emission. 

Major radiation damage sources:
Typical sources of exposure of electronics to ionizing radiation are solar wind and the Van Allen radiation belts for satellites, nuclear reactors in power plants for sensors and control circuits, residual radiation from isotopes in chip packaging materials, cosmic radiation for both high-altitude airplanes and satellites, and nuclear explosions for potentially all military and civilian electronics.

    * Cosmic rays come from all directions and consist of approx. 85% protons, 14% alpha particles, and 1% heavy ions, together with ultraviolet radiation and x-rays. Most effects are caused by particles with energies between 108 and 2*1010 eV, though there are even particles with energies up to 1020 eV. The atmosphere filters most of these, so they are a concern just for high-altitude applications like stratospheric jets and satellites.

    * Solar particle events come from the direction of the sun and consist of a large flux of high-energy (several GeV) protons and heavy ions, again accompanied with UV and x-ray radiation. They cause a scale of problems for satellites, ranging from radiation damage to loss of altitude by heating up the upper regions of the atmosphere, causing them to raise up, and decelerating the low-orbit satellites.

    * Van Allen radiation belts contain electrons (up to about 10 MeV) and protons (up to 100s MeV) trapped in the geomagnetic field. The particle flux in the regions farther from the Earth can vary wildly depending on the actual conditions of the sun and the magnetosphere. Due to their position they pose a concern for satellites.

    * Secondary particles result from interaction of other kinds of radiation with structures around the electronic devices.

    * Nuclear reactors produce gamma radiation and neutron radiation which can affect sensor and control circuits in nuclear power plants.

    * Nuclear explosions produce a short, extremely intense surge of the entire spectrum of electromagnetic radiation, electromagnetic pulse (EMP), neutron radiation, and flux of both primary and secondary charged particles. In case of a nuclear war they pose a potential concern for all civilian and military electronics.

    * Chip packaging materials were an insidious source of radiation that was found to be causing soft errors in new DRAM chips in the 1970s. Traces of radioactive elements in the packaging of the chips were producing alpha particles, which were then occasionally discharging some of the capacitors used to store the DRAM data bits. These effects have been reduced today by using purer packaging materials, and employing ECC codes to detect and often correct DRAM errors.

 Single event phenomena can be classified into three effects (in order of permanency):

1. Single event upset (soft error) 

2. Single event latchup (soft or hard error) 

3. Single event burnout (hard failure) 

Single Event Upset:

Single event upset (SEU) is defined by NASA as "radiation-induced errors in microelectronic circuits caused when charged particles (usually from the radiation belts or from cosmic rays) lose energy by ionizing the medium through which they pass, leaving behind a wake of electron-hole pairs." [Ref: NASA Thesaurus] SEUs are transient soft errors, and are non-destructive. A reset or rewriting of the device results in normal device behavior thereafter. An SEU may occur in analog, digital, or optical components, or may have effects in surrounding interface circuitry. SEUs typically appear as transient pluses in logic or support circuitry, or as bit flips in memory cells or registers. Also possible is a multiple-bit SEU in which a single ion hits two or more bits causing simultaneous errors. Multiple-bit SEU is a problem for single-bit error detection and correction (EDAC) where it is impossible to assign bits within a word to different chips (e.g., a problem for DRAMs and certain SRAMs). A severe SEU is the single-event functional interrupt (SEFI) in which an SEU in the device's control circuitry places the device into a test mode, halt, or undefined state. The SEFI halts normal operations, and requires a power reset to recover.

Single Event Latchup:

Single event latchup (SEL) is a condition that causes loss of device functionality due to a single-event induced current state. Kolasinski et al. first observed SEL in 1979 during ground testing.[4] SELs are hard errors, and are potentially destructive (i.e., may cause permanent damage). The SEL results in a high operating current, above device specifications. The latched condition can destroy the device, drag down the bus voltage, or damage the power supply. Originally, the concern was latchup caused by heavy ions, however, latchup can be caused by protons in very sensitive devices.[5,6] An SEL is cleared by a power off-on reset or power strobing of the device. If power is not removed quickly, catastrophic failure may occur due to excessive heating, or metallization or bond wire failure. SEL is strongly temperature dependent: the threshold for latchup decreases at high temperature, and the cross section increases as well.[7,8] 

Single Event Burnout:

Single event burnout (SEB) is a condition that can cause device destruction due to a high current state in a power transistor. SEB causes the device to fail permanently. SEBs include burnout of power MOSFETs, gate rupture, frozen bits, and noise in CCDs (charge-coupled devices). SEB of power MOSFETs was first reported by Waskiewicz et al. in 1986.[9] Only SEB of n-channel power MOSFETs has been reported.[10] An SEB can be triggered in a power MOSFET biased in the OFF state (i.e., blocking a high drain-source voltage) when a heavy ion passing through deposits enough charge to turn the device on. SEB susceptibility has been shown to decrease with increasing temperature.[11]

A power MOSFET may undergo single-event gate rupture (SEGR), which is the formation of a conducting path (i.e., localized dielectric breakdown) in the gate oxide resulting in a destructive burnout. Fischer was the first to report on SEGR of power MOSFETs in 1987.[12] SEB can also occur in bipolar junction transistors (BJTs) as was first reported by Titus et al. in 1991.[13] Swift et al. have described a new hard error, that of single-event dielectric rupture (SEDR).[14] SEDR (also referred to as micro-damage) occurs in CMOS and is similar to SEGR observed in power MOSFETs.

Soft Error Rate:
Soft error rate (SER) is the rate at which a device or system encounters or is predicted to encounter soft errors. It is typically expressed as either number of failures-in-time (FIT), or mean-time-between-failures (MTBF). The unit adopted for quantifying failures in time is called FIT, equivalent to 1 error per billion hours of device operation. MTBF is usually given in years of device operation. To put it in perspective, 1 year MTBF is equal to approximately 114,155 FIT.

While many electronic systems have a MTBF that exceeds the expected lifetime of the circuit, the SER may still be unacceptable to the manufacturer or customer. For instance, many failures per million circuits due to soft errors can be expected in the field if the system does not have adequate soft error protection. The failure of even a few products in the field, particularly if catastrophic, can tarnish the reputation of the product and company that designed it. Also, in safety- or cost-critical applications where the cost of system failure far outweighs the cost of the system itself, a 1% chance of soft error failure per lifetime may be too high to be acceptable to the customer. Therefore, it advantageous to design for low SER when manufacturing a system in high-volume or requiring extremely high reliabilty.

Prevention and cure:

  As we all know, prevention is better than cure. There are many ways to predict the effects of cosmic rays on electronic circuits. These tests are done on earth before-hand to expect the errors and modify the design to avoid erroneous measurements. The soft errors can be minimized by using software related modification.

One of the technique used to determine single event errors is heavy-ion testing of materials. In this method, the electronic circuitry is subjected to bombardment using different materials like neutrons, protons, other heavy ions like barium ions. The results are then analyzed to determine suitable correction techniques

Design around soft errors:

Soft Error Mitigation

A designer can attempt to minimise the rate of soft errors by judicious device design, choosing the right semiconductor, package and substrate materials, and the right device geometry. Often, however, this is limited by the need to reduce device size and voltage, to increase operating speed and to reduce power dissipation. The susceptibility of devices to upsets is described in the industry using the JEDEC JESD-89 standard.

One technique that can be used to reduce the soft error rate in digital circuits is called radiation hardening. This involves increasing the capacitance at selected circuit nodes in order to increase its effective Qcrit value. This reduces the range of particle energies to which the logic value of the node can be upset. Radiation hardening is often accomplished by increasing the size of transistors who share a drain/source region at the node. Since the area and power overhead of radiation hardening can be restrictive to design, the technique is often applied selectively to nodes which are predicted to have the highest probability of resulting in soft errors if struck. Tools and models that can predict which nodes are most vulnerable are the subject of past and current research in the area of soft errors.

Correcting soft errors

Designers can choose to accept that soft errors will occur, and design systems with appropriate error detection and correction to recover gracefully. Typically, a semiconductor memory design might use forward error correction, incorporating redundant data into each word to create an error correcting code. Alternatively, roll-back error correction can be used, detecting the soft error with an error-detecting code such as parity, and rewriting correct data from another source. This technique is often used for write-through cache memories.

Soft errors in logic circuits are sometimes detected and corrected using the techniques of fault tolerant design. These often include the using of redundant circuitry or computation of data, and typically come at the cost of circuit area, decreased performance, and/or higher power consumption. The concept of triple modular redundancy (TMR) can be employed to ensure very high soft-error reliability in logic circuits. In this technique, three identical copies of a circuit compute on the same data in parallel and outputs are fed into majority voting logic, returning the value that occurred in at least two of three cases. In this way, the failure of one circuit due to soft error is discarded assuming the other two circuits operated correctly. In practice, however, few designers can afford the greater than 200% circuit area and power overhead required, so it is usually only selectively applied. Another common concept to correct soft errors in logic circuits is temporal (or time) redundancy, in which one circuit operates on the same data multiple times and compares subsequent evaulations for consistency. This approach, however, often incurs performance overhead, area overhead (if copies of latches are used to store data), and power overhead, though is considerably more area-efficient than modular redundancy.

Traditionally, DRAM has had the most attention in the quest to reduce, or work-around soft errors, due to the fact that DRAM has comprised the majority-share of susceptible device surface area in desktop, and server computer systems (ref. the prevalence of ECC RAM in server computers). Hard figures for DRAM susceptibility are hard to come by, and vary considerably across designs, fabrication processes, and manufacturers. 1980s technology 256 kilobit DRAMS could have clusters of five or six bits flip from a single alpha particle. Modern DRAMs have much smaller feature sizes, so the deposition of a similar amount of charge could easily cause many more bits to flip.

The design of error detection and correction circuits is helped by the fact that soft errors usually are localised to a very small area of a chip. Usually, only one cell of a memory is affected, although high energy events can cause a multi-cell upset. Conventional memory layout usually places one bit of many different correction words adjacent on a chip. So, even a multi-cell upset leads to only a number of separate single-bit upsets in multiple correction words, rather than a multi-bit upset in a single correction word. So, an error correcting code needs only to cope with a single bit in error in each correction word in order to cope with all likely soft errors. The term 'multi-cell' is used for upsets affecting multiple cells of a memory, whatever correction words those cells happen to fall in. 'Multi-bit' is used when multiple bits in a single correction word are in error.

Radiation-hardening techniques

    * Physical:

          o Hardened chips are often manufactured on insulating substrates instead of the usual semiconductor wafers. Silicon oxide (SOI) and sapphire (SOS) are commonly used. While normal commercial-grade chips can withstand between 5 and 10 krad, space-grade SOI and SOS chips can survive doses many orders of magnitude greater.

          o Shielding the package against radioactivity, to reduce exposure of the bare device.

          o Capacitor-based DRAM is often replaced by more rugged (but larger, and more expensive) SRAM.

          o Choice of substrate with wide band gap, which gives it higher tolerance to deep-level defects; eg. silicon carbide or gallium nitride.

          o Use of depleted boron (consisting only of isotope Boron-11) in the borophosphosilicate glass layer protecting the chips, as boron-10 readily captures neutrons and undergoes alpha decay (see soft error).

    * Logical:
          o Error correcting memory uses additional parity bits to check for and possibly correct corrupted data. Since radiation effects damage the memory content even when the system is not accessing the RAM, a "scrubber" circuit must continuously sweep the RAM; reading out the data, checking the parity for data errors, then writing back any corrections to the RAM.

          o Redundant elements can be used at the system level. Three separate microprocessor boards may independently compute an answer to a calculation and compare their answers. Any system that produces a minority result will recalculate. Logic may be added such that if repeated errors occur from the same system, that board is shut down.

          o Redundant elements may be used at the circuit level. A single bit may be replaced with three bits and separate "voting logic" for each bit to continuously determine its result. This increases area of a chip design by a factor of 5, so must be reserved for smaller designs. But it has the secondary advantage of also being "fail-safe" in real time. In the event of a single-bit failure (which may be unrelated to radiation), the voting logic will continue to produce the correct result without resorting to a watchdog timer. System level voting between three separate processor systems will generally need to use some circuit-level voting logic to perform the votes between the three processor systems.

          o Watchdog timer will perform a hard reset of a system unless some sequence is performed that generally indicates the system is alive, such as a write operation from an onboard processor. During normal operation, software schedules a write to the watchdog timer at regular intervals to prevent the timer from running out. If radiation causes the processor to operate incorrectly, it is unlikely the software will work correctly enough to clear the watchdog timer. The watchdog eventually times out and forces a hard reset to the system. This is considered a last resort to other methods of radiation hardening.
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